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Summary

This installation guide provides step-by-step instructions for configuring WPA-802.1x PEAP
wireless LAN security on Foundry Networks IronPoint 200 with Funk Software Odyssey. This
installation guide maybe useful for proof-of-concept tests, customer demonstrations or hands-on
training.
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Before You Begin

This installation guide requires the following:

A Foundry Networks IronPoint 200 (IP 200) Access Point with firmware version 01.2.10 or newer.
An Ethernet Wwitch.

A computer that supports Funk Software’s Odyssey Server®. This installation guide uses Microsoft
Windows 2000 Professional with SP4.

Another computer that supports Funk Software’s Odyssey Client with a wireless NIC that is Wi-Fi
certified for WPA — Enterprise?. This installation guide uses Microsoft Windows XP computer with
SP2 with an 802.11g wireless NIC.

Basic knowledge of wired and wireless LANs, Microsoft Windows operating systems and Foundry
Networks IP 200 Access Points.

Physical Network Configuration

This installation guide uses the network configuration:

i z

IP 200 Access Point

Ethernet Switch

Microsoft Windows 2000

Microsoft Windows XP
with Wireless NIC

FOUNDRY NETWORKS WHITE PAPER — DRAFT: DO NOT DISTRBIUTE

! For more information on supported computers, please refer to Funk Software’s documentation.

Information on obtaining Funk Software’s documentation can be found in the section Obtaining

Funk Software Odyssey Server, Certificate Authority & Requester and Client.

2 To see if your wireless NIC is Wi-Fi certified for WPA — Enterprise, look for the Wi-Fi certification
logo or check the list of Wi-Fi certified products at www.wi-fi.org/certified_products.
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Configuring IP 200 Access Point

The IP 200 Access Point must be using firmware version 01.2.10 or newer.

Configuration of the IP 200 in this installation guide starts with the IP 200 in factory default
configuration and with the country code and Ethernet interface IP address already configured. To
configure the country code and Ethernet interface IP address, please refer to the Foundry
IronPoint 200 Installation Guide.

This section of the installation guide configures an IP 200 using firmware version that supports
Virtual AP (1.3.01 or newer). For firmware versions that do not support Virtual AP (01.3.00,
01.2.x and older), the IP 200 configuration can be found in the Appendix A: Configuring IP
200 — Non-Virtual AP Versions.

This installation guide includes configuration of the IP 200 from the CLI and the Web Interface. If
you prefer configuring the IP 200 from the Web Interface, you can skip the next section
Configuring from the CLI and go to the following section Configuring from the Web
Interface.

Configuring from the CL1

If you prefer configuring the IP 200 from the web interface, you can skip this section and go to
the next section Configuring from the Web Interface.

From the CLI, go to the configure context. Enter the following commands:
Foundry AP(config)#radius-server address X.X.X.X
Foundry AP(config)#radius-server key *******x

Where:

X.X.X.X is the IP address of the computer that will have Odyssey Server installed on it.
In this installation guide, this is the Windows 2000 computer.

*Xxkkxkx is a Secret key. This Secret key can be any length and use any character.

Note.: You will need to remember this Secret key when you configure the Odyssey
Server.

Next, go to the context for VAP 0 on any one of the wireless interfaces. This installation guide will
use the 802.11g wireless interface. Enter the following commands:

Foundry AP(if-wireless g: VAP[0])#802.1x required
Foundry AP(if-wireless g: VAP[O])#encryption

Foundry AP(if-wireless g: VAP[O]#wpa-clients Required
> VAP[O])#wpa-mode Dynamic
Foundry AP(if-wireless g: VAP[O]D#multicast-cipher TKIP
Foundry AP(if-wireless g: VAP[O])#ssid My SSID

Foundry AP(if-wireless g: VAP[0])#no shutdown

Foundry AP(if-wireless

Q Q@ Q@ «Q

This completes the configuration of the IP 200 from the CLI. You can skip the next section
Configuring from the Web Interface and proceed to the following section Obtaining Funk
Software Odyssey Server, Certificate Authority & Requester and Client.
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Configuring from the Web Interface

If you have configured the IP 200 using the previous section Configuring from the CLI, you do
not need to configure the IP 200 using the Web Interface.

From the Web Interface, go to the RADIUS webpage.

For the IP Address of the Primary Radius Server Setup, enter the IP address of the
computer that will have Odyssey Server installed on it. In this installation guide, this is the
Windows 2000 computer.

Enter a Secret Key. This Secret Key can be any length and use any character.

Note. You will need to remember this Secret Key when you configure the Odyssey Server.
Click Apply.

% FOUNDR
{!3 NETWORKS IronPoint™ 200

| I Logout

F* System
dentification i Radius
RADIUS Primary RADIUS Server Setup

IP Address
Port  IEAES

Accounting Port

o |l =
=
=
=

Interim Update Timeout sl

Secondary RADIUS Server Setup

[Security | -
CUTrITY

f# Radio Interface 802.11g Fort kg
Radio Set! e

rting Fort

Intetim Update Timeout Kl

Radius VLAN ID Format Setup

D Format . @ ASCI ® HEX

Apply Cancel I Help
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When Configuration has been saved! appears, click Security for any one of the Radio
Interfaces. This guide configures Security for Radio Interface 802.119.

% FOUNDRY _
{!* NETWORKS IronPoint™ 200 O Logout

| f# System
Identification
TCPR/IP
RADIUS
Management Tunnel
Authentication
Bridging
Administration
Syslog & Time

]

Itz SNMP (:onﬁguration. has been saved!

SNMP General
SMMP Trap Filters
SNMP Targets

Radio Settings

| 1% Radio Interface 802.11g
Radio Settings
Security

| 17 status
AP Status
Stations
Event Log

February 2005 ©2005 Foundry Networks, Inc. 6
All Rights Reserved.



FOUNDRY NETWORKS WHITE PAPER — DRAFT: DO NOT DISTRBIUTE

WHITE PAPER: IRONPOINT 200 INSTALLATION GUIDE

WPA — 802.1x PEAP wiITH FUNK ODYSSEY

For VAP O, check Enable and enter My SSID for the SSID.
Click Apply.

r's. FOUNDR
ek FOUNDRY IronPoint™ 200

= System
& 802.11g:
)
| Management Tunnel

‘ @ Logout

| TS ]

[Faundry AP1

|Foundny AP 2

|Foundry 4P 3

| 1 Radio Interface 802.11a
e
| Security |

| t# Radio Interface 802.11g
Security

| 1 status

February 2005 ©2005 Foundry Networks, Inc.

All Rights Reserved.

Apply

Cancel

Help




FOUNDRY NETWORKS WHITE PAPER — DRAFT: DO NOT DISTRBIUTE

WHITE PAPER: IRONPOINT 200 INSTALLATION GUIDE %‘#
WPA — 802.1x PEAP wiTH FUNK ODYSSEY FOUNDRY*

NETWORKS

When Configuration has been saved! appears, click Security for the Radio Interface that
was configured in the previous step. This guide configures Security for Radio Interface
802.11g9.

JE% FOUN . ~
y NETWORKS IronPoint™ 200 O Logout

| 77 system
Identification
TCP/IP
RADIUS
Management Tunnel
Authentication
Bridging
Administration
Syslog & Time

| & snup
SNMP General
SNMP Trap Filters
SNMP Targets

Radio Settings

| #% Radio Interface 802.11g
Radio Settings
Security

| 1 status
AP Status
Stations
Event Log
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For VAP O click More.

E% FOUNDRY ; :
£¥ NETWORKS IronPoint™ 200 ® Logout

| 1 System
i 302.119:

y selection via the CLL"

|y 5SID

JFoundry AP 1

[Foundry 4P 2

|Foundny AP 3

| 17 Radio Intertace 802.11a
T -
| 1% Radio Interface 802.11g

| Radio Settings.
Security

| 17 Status

I Apply I Cancel | Help
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This will take you to the 802.11g (VAP 0) Security page. (See the screen image on the next
page)

For 802.1x Setup: select Required.

For WEP Authentication Type Setup, select Open System.

For Data Encryption Setup, select Enable.

For WPA Clients, select Required.

For WPA Key Management, select WPA Authentication over 802.1x.

For Multicast Cipher Mode, select TKIP.

Click Apply.

This completes the configuration of the IP 200 from the Web Interface. Proceed to the next
section Obtaining Funk Software Odyssey Server, Certificate Authority & Requester
and Client.
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Radio Settings
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Obtaining Funk Software Odyssey Server, Certificate
Authority & Requester and Client

On the Internet, go to: http://www.funk.com/

From the Choose a Product/Download Demo drop down menu, select Odyssey.

From the Odyssey webpage, select the link “Download demo”.

This may redirect you to a registration webpage. Enter the required information and

submit.

5. This will redirect you to the Odyssey — Download Demo webpage. Download the

following files:

e 0dys201.msi: Odyssey Server

e Odyssey CA.msi: Odyssey Certificate Authority

e Odyssey CR.msi: Odyssey Certificate Requester

e 0dyc303.msi: Odyssey Client. There may be other versions. Select the version that
supports the computer that you will be installing the Odyssey Client on. This
installation guide will be installing odyc303.msi.

Note: You may also download the Readme, Manuals and other files for additional

information on Odyssey such as supported computers and configurations. Downloading

this additional information is not required for this installation guide.

PN PE

February 2005 ©?2005 Foundry Networks, Inc. 12
All Rights Reserved.


http://www.funk.com/

FOUNDRY NETWORKS WHITE PAPER — DRAFT: DO NOT DISTRBIUTE

WHITE PAPER: IRONPOINT 200 INSTALLATION GUIDE {%
WPA — 802.1x PEAP wiTH FUNK ODYSSEY FOUNDRY*

NETWORKS

Installing Funk Software Odyssey Server

1. While it is possible to run multiple RADIUS servers on the same computer, configuring
this falls outside of the scope of this installation guide. Therefore, ensure that no other
RADIUS servers are installed or enabled on the computer that you will be installing
Odyssey Server on. If using Microsoft Windows Server, ensure that IAS is uninstalled or
disabled. For instructions on how to disable IAS, see Appendix B: Disabling IAS on
Microsoft Windows Server.

2. While it is also possible to run Odyssey Server with Microsoft Active Directory, configuring
this also falls outside of the scope of this installation guide. Therefore, ensure that
Microsoft Active Directory is not installed on the computer that you will be installing
Odyssey Server on. For instructions on how to uninstall Active Directory, see Appendix
D: Uninstalling Active Directory.

3. Copy the file odys201.msi to the computer you want to install Odyssey Server on. In this
installation guide, this will be the Windows 2000 computer.

4. Open odys201.msi to run the installation program. This installation guide selects the
default installation settings when provided.

5. When the installation completes, you may launch Odyssey Server. This is step not
required. If Odyssey Server is launched, you will see the Odyssey Server Administrator.

Ddyssey Server Administrator - [Ddyssey Server] I [ |

J Action  Wiew |J ] | | E% |
Tree I Marne | Description
El\Settings Configure general server settings
) ﬁij’i, Access Points  Configure access points

..... E_ff.’l Arcess Paints % Groups Set access policies for groups

-LH Groups Q Users Set access policies for users

----- Q Lsers % Policies Configure access policies

?_5] Palicies ﬁTDomains Configure TTLS forwarding domains

%T Daomains ELogstreams  Configure log streams

% Lag Streams M\ accounting  Corfigure accounting settings

-\ Accounting A Common Keys  Configure comman keys

----- A Common Keys

6. If you see the message below when launching Odyssey Server, see Appendix C:
Starting the Odyssey Service.

Odyssey SErver Adn1ini5tratur§§§ 5[

@ The Odyssey service is nok currently running

Proceed to the next section, Installing and Configuring Funk Software Certificate
Authority.
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Installing and Configuring Funk Software Certificate
Authority

1. Copy the file Odyssey CA.msi to the computer you've installed Odyssey Server on. In this
installation guide, this will be the Windows 2000 computer.

2. From the Windows 2000 computer, open the Odyssey CA.msi file. This will install the
Odyssey CA on the computer. This installation guide selects the default installation
settings when provided.

Note: Installation of the Certificate Authority requires administrative privileges on the
computer. The installation will not succeed without administrative privileges.

3. When the installation completes, launch Odyssey CA.

This will open a Welcome to Odyssey CA window.
Click OK.

Odyssey CA EI

CA

Wiglcome to Odyssey CA. Click OK 1o create a newy root CA.

Cancel |

Enter My CA for CA name.
Click Next >.

x

Specify the 'friendly' natme of the C&. Thiz natme iz not a part of the
CA cerificate.

CA name: |w|~_.r A I

Cancel |

February 2005 ©?2005 Foundry Networks, Inc. 14
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Click Next >.
x|

Chooze the type of CA ta be created. (Mote: %ou can only creste
intermediate CAzs that are subordinate to CAz that vou have already
configured (either created, or installed through a pfx file] with
Qdyszey CA on this maching.)

% Create new root CA

" Create intermediste CA izsued by this CA: I b I

£ Create CA by imparting this cerificate:

Browse... |

Cancel

Enter My CA for Common name:.
Click Next >.

x

Specify the components of the CA cedificate's distinguished name
(DM, | iz not necessary to specify every componeht.

COmmon natme: Ch= |w|~_.r CA I

Qrganizational unit: 2= I
Qrganizational unit: 2= I
Organization: Q= I
Locality: L= I
State or province: ST= I
Country code: C= Browse. ..

Cancel

February 2005 ©?2005 Foundry Networks, Inc. 15
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Click Next >.

x

Specify the fully gualified host name of the CA's server machine as
a subject alternative name for the CA's cedificate.

[ Include a DS subject alternative name for this CA cedificate.

Subject atternative name (DRSY |cae-winzk

Click Next >.

x

Chooze the parameters of the CA's generated key pair and chooze
the CA's sighature algorithm.

Key algarithin: IRS.& LI
Digest algarithr: [sHa1 =]
Wey size: |1 024 LI

Cancel |
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Click Next >.

x

Specify whether or not thiz CA can izsue intermediate CA=, and, if
=0, to what depth. The path length limit is the maximum number of
intermediate CAS in any cedificate chain betvween this CA& and an
end ertity cedificate. [This configures the 'BasicConstraints'
cetificate extenszion of the CA cetificate )

r Al issuance of intermediate CA cerificates

[T Maitnur cerification path |Ernth: ]

Click Finish.

x

Chooze the duration of thiz CA's cedificate.

Titre: uritil expiration:

Years: I“IIZI
honths: IIII
Drarys: IIII
Expires: Jan 22, 2015
= Back | ! Finizh Cancel |
February 2005 ©?2005 Foundry Networks, Inc. 17
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You will see this window while the keys are being created.

Creating CA x|

This may take several minutes for the keys to be created,
depending on the key strength.

When the keys have been created, you will see the Odyssey CA Administrator.
Select Odyssey CA on the left hand column. Confirm that My CA appears on the right hand
column.

-lnix

File  Help

Proceed to the next section Installing and Configuring Funk Software Certificate
Requester.
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Installing and Configuring Funk Software Certificate
Requester

1. Copy the file Odyssey CR.msi to the computer you installed Odyssey Server on. In this
installation guide, this will be the Windows 2000 computer.

2. From the Windows 2000 computer, open the Odyssey CR.msi file. This will install the
Odyssey Certificate Requester on the computer.

3. Follow all of the instructions in the installation program. Select the default settings when
provided.

4. When the installation completes, you may be asked to reboot your computer. If so,
reboot your computer.

5. When the computer reboots, launch Odyssey Certificate Requester.

This will open the “Welcome to the Odyssey Certificate Requester” window.
Click Next >.

Odyssey Certificate Requester

Welcome to the Odyssey Certificate Requester /

[f your organization wuzes the Odyszey T [Certificate Autharity], vou can request a
certificate from it |t can be for uze by an Odyzzey or Steel Belted Radiuz zerver. The
certificate can be uzed to perform EAP-TLS, TTLS and PEAP authentications.

To continue, chick Mest.

< Back

LCancel |
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Click Next >.

Odyssey Certificate Requester

Specify zerver name /

Enter the name aof thiz zerver. Mormally, thiz iz the zerver's fully-qualified DMS name
[FQLOM].

The name you enter will be included in the certificate's Subject Mame.

Mame of thiz server;  |cee-winZk. damain.my

To continue, click Mesxt,

¢ Back LCancel |
Set Key size: to 1024.
Click Next >.
Specify algonthm and key size /

Enter the cryptographic algorthm and key zize to be uzed by the certificate. & typical
choice might be BS54 with 1024-bit key.

Algorithm: I RSA j

Eeyp size: " 1024 | |

¢ Back

LCancel |
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For Odyssey CA address or host name, enter the IP address of this computer.
Click Next =.

Odyssey Certificate Requester

Specify CA address/port /

Enter the IP addresz or DMS host name of your organization's Odyzzey Ca,

[f the standard port number iz not correct, et the comect value.

Ddyszey CA address or host name: IH-H-H-H I

Port number; IBDEEI

Click Mest to request a certificate from the Cé.

¢ Back

You will see the Certificate request pending window.

Odyssey Certificate Requester {My CA)

Certificate request pending /

'our certificate request haz been received by the Odyszey CA. our request must be
approved by the CA adminiztrator before your certificate is issued.

* Click Mest to check the status of your request.

* Click Abandon to retract your request.

* Click Cloze to exit this program for nowe. Later, you can rn thiz program again to
continue fram this point.

Abandon | ¢ Back Cloze |

Leave this window open and proceed to the next section Approve Certificate Request.
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Approving Certificate Request

Launch Odyssey CA Administrator.

Select Odyssey CA in the left hand column. This will open the folder to show My CA.

Select My CA. This will open the folder to show information for My CA.

Select Pending Certificate Requests. This will show all pending certificate requests on the
right hand column.

Select the pending certificate request.

Click Process.

~ipix

File  Help

Process

[ E- 4 Odyssey C&

Refresh

Thumbgrint -~ Subject

L Ireniing Certificate Requests
@ Completed Cerificate Requests
@ Certificates

@ Pending CRL Operations
@ "Rl Srhedils

Click Next =>.

Certificate Request x|

Click the 'next' button to continue,

Reqguest thurbprint: 2BAFC491 83CE532EEFDAFSF1 A9A63E0C1 29050210
Subject: Ch=cze-win2k domain.my

Presviesy | Dety |

= Back | { Cancel |

Click Finish

Certificate Request x|

Choose the duration of this cedificate. Click the 'Finish' button to issue the

cetificste.

Wears: |1
Months: IEI
Days: IEI

Presies | Deny |

= Back | Cancel |

Return to the Odyssey Certificate Requester Certificate request pending window.
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Click Next >.

Odyssey Certificate Requester {My CA)

Certificate request pending /

r'our certificate request haz been received by the Odyszey CaA. Your request must be
approved by the CA adminiztrator before your certificate iz issued.
* Click Mext to check the status of pour reguest.

* Click Abandon to retract your request.

* Click Cloze to exit this program for nowe. Later, you can rn this program again to
continue fram this paint.

Abandon | < Back Cloze |

Select Configure the local copy of Odyssey Server with this certificate.
Click Next >.

Odyssey Certificate Requester (My CA)

Certificate request approved /

'our certificate request haz been approved by the Odyzsey CA administrator, and a
certificate far thiz zerver haz been izzued.

[T Install this certificate inta the local machine's certificate store

[T Save thiz cetificate to a file

[ I:anigl.ire the Iu:u:al copy of SBR with thiz certificate

¥ Configure the local copy of Ddyssey Server with this certificate

Click Mest to continue

Wigw... |

Click OK.

LCancel |
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Odyssey Certificate Requester ﬂ
& In order ko configure Odyvssey to use this certificate, it will also be installed in the Local Machine certificate store.

Press OF to conkinue or Cancel to change wour selections.

Zancel

L

Click Finish.

Odyssey Certificate Requester {My CA)

Finizhing the request /

Y'ou have zelect the following achions:

Inztall thiz certificate az a Personal Certificate in the Local Maching certificate store of
thiz machine.

Configure Odyzzey zerver to uze thiz certificate during EAP authentications.

Click Finizh to perfarm these actions.

Lancel |
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Click Close.

Ddyssey Certificate Requester {My CA)

Completing the Odyssey Certificate Bequester /

T he fallowing actions have been completed:

Thiz certificate haz been inztalled az a Perzonal Certificate in the Local Machine
certificate stare af this machine.

The local Odyzzey Server haz been configured to use thiz certificate during EAP
authentications.

< Bach I st = I I Cloge I
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Configuring Funk Software Odyssey Server

Launch the Funk Software Odyssey Server.
e If you see the message below when launching Odyssey Server, see Appendix C:
Starting the Odyssey Service.

Odyssey Server Administrator 5[

@ The Odyssey service is nok currently running

From the Odyssey Server menu on the left side, select Settings.
Select Authentication Settings.

Odyssey Server Administrator - [Ddyssey Server'\Settings] - |EI|§|

J Action  Wiew “ L] -P||||§ |
= q{ | o ' |

RADIUS Access Point Policy Def aul SEIGERILUGRERTL S TTLS/P...  User Trust TTLS Inner
Settings Defaults i Settings Settings Authentication

L3} Groups
""" 5 users \.-;( \.-;( \.-;( \.-;( \..;(
22| Polici

% alcies Farwarded Returned Self- User TTLS
~-Rig! Domains Attributes Attributes  Identification  Identificati...  Accounting

----- =t Log Streams
Accounting

----- A Common Keys

FOUNDRY NETWORKS WHITE PAPER — DRAFT: DO NOT DISTRBIUTE

This will open Authentication Settings.

Click Add...
Authentication Settings P
Authentication protocolz, in
order of preference:
TTLS wl ¥
TLS _l _I
| 2dd..
Remove |
ak. | Cancel |
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This will open Add EAP Protocol.
Select PEAP.
Click OK.

Add EAP Protocal x|

Select one or more protocolz to add:

This will take you back to Authentication Settings.
Select PEAP
Click the UP arrow twice.

Authentication Settings x|

Authentication protocals, in
order of preference:

TTLS i'
[E—— s |

Remaove |
Ok I Cancel |

This will move PEAP to the top of the list.
Click OK.

Authentication Settings

[x

Authentication protocols, in
arder of preference:

PEAP
TTLS
TLS

Bemove

Cancel

LL%&
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This will return you to the Odyssey Server Administrator.
From the left side menu, right click on Access Points and select Add Access Point.

Odyssey Server Administrator - [Ddyssey Serveri Access Points] - IEI|5|
J Action Yiew |J = = | | | E% |
Tree I Mame | Descripkion | Address |

@ Cdyssey Server

----- El\ Settings

Add Access Point

Wiew L4

- 23] Paolicies

{Zﬂ Damains Refrash

----- =} Log Strear  Ewpart List, .
Accounting

----- A Commonk, Help

This will open Add Access Point.

Enter a Name and Description.

For Address, enter the IP address for the IP 200 access point.
For Shared secret: click Enter.

Add Access Point |

Marne; by Foundmy [P 200 Access Paoint

Dezcription: i Thizs is g Foundry [P 200 Access Point

Address: 1721 01 . 3 Bezalve. .. |

Modet: I standard access point - J

Shared secret; Walidate,.. |

— Addrezs range

If yous deplay multiple access paint: of the zame maodel
and with the zame shared secret, vou can configure
them collectively by specifying a range of addrezses
here.

[ Allow any access point in address range

Murnber of addreszes in range:l‘l ::I
R ange:
k. | Cancel |
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This will open Enter Shared Secret.
Enter the same shared secret that was configured in your IP 200.
Click OK.

Enter Shared Secret x|

Enter shared secret: I | ”””””” I

[~ Urmask

Cancel |

This will return you to Add Access Point.
Click OK.

Add Access Point x|

Mame: IM_I,I Faundm IP 200 Access Paint

LDiezcription: IThiS iz my Foundmy 1P 200 Access Point

Addrezs: |1?2. 1 .1 .3 Bezsolve. .. |

Model; I standard access paint - j

Shared zecret; Enter I Walidate |

— Addrezs range

If wous deploy multiple access points of the zame model
and with the same shared secret, vou can canfigure
them collectively by specifying a range of addrezzes
here.

[T Allows any access point in address range

Mumber of addrezzes in range:l‘l ﬁ
R ange:

I ] |I Cancel |
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This will return you to the Odyssey Server Administrator.
From the left side menu, right click on User and select Add User(s).

Odyssey Server Administrator - [Odyssey ServeriSettings] - |I:I|1|

J Action  Yiew |J A = | | | @ |

] A & & & & &

'5&, Odyssey Server

TR 5}
E% Access Poinks

gg; ﬁs a a a a a \?.(

-5 Pl Add Lseris]
JE_::T D TTLS Inner  Farwarded Returned Self- Lser TTLS
T PO Help futhentication  Attribukes Atbributes  Idenmtification  Idenbificaki...  Accounting

Accounking

e 2 Common Keys

RADIUS Access Point Policy Defaults Authentication TLS/TTLS/P...  User Trust
Settings Defaulks Sektings Settings

This will open Add User(s).

Select a user.

Click Add.

Note: Select a user with a known password. Remember the user and password. You will need
them when you configure the Odyssey Client.

Add User{s) x|

Domair; |DOMAIN =l
Uszers:
M ame I Full Hame I Dezcription :I
6% DOMAIMNYohn ik
K.y Distribution Center Service Acc.
zehthil
test user
Tzlnternetll ser Thig uzer account iz uzed by Termin
3 DOMAIN t -
4| | IE

&dd

Tupe names separated by zemicolonz inta the list below, or select them from the list above:

Palicy: [ Allaw j

] Cancel
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The selected user will appear in the list below.

Click OK.
Add User({s) ﬂ
Domairs. | DOMAIN =l
Uszers:
I ame | Full M ame | Dezcription ﬂ
§% DOMAINYohn ik
5‘} DOkdAIM krbtgt K.ey Digtribution Center Service Acc.
5‘} DOMAINSzenthil zenthil
53 DOMAIMtestuzer best Liger
5‘} DOMAIMNLT slnternetl ser TzlnternetU ser Thiz wuzer account is used by Termin
3 DOMAIN t -
1| | »
&dd

Tupe names separated by zemicolonz inta the list below, or select them from the list above:

Okdal M testuzer I

Palicy: [ Allaw j

Cancel |
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Exporting the Server Certificate

From the Odyssey Server Administrator,
Select Settings from the left side menu.
Open TLS/TTLS/PEAP Settings

Odyssey Server Administrator - [Ddyssey Server'\Settings] - |EI|§

J Action  Wiew “ L] -P||||§

Tree I
= A & & & # o
“‘ RADIUS Access Point  Policy Defaults Authenticatior§ 1k} I N Lser Trust TTLS Inner
..... < Settings Diefaults Settings 5 gs Authentication
{"ﬁ Groups
----- 5 vier " # | | &
]:%} PDI|C|e:s Farmatded Returned Self- ser TTLS
g Domains Attributes Attributes  Identification  Identificati,..  Accounting
----- = Log Streams
g Accounting
----- A Common Keys
This will open TLS Settings (for EAP-TLS, EAP-TTLS, and PEAP).
e Click View...
TLS Settings (for EAP-TLS, EAP-TTLS, . x|
Server certificate:
sumbal-tm233
I Wiew . I Browze ... |
— Seszion resumption
¥ Enable session resumption
Do not resume sezsions older thar: | hours
Cipher zuites [check to enable):
[¥]l DHE-R5& 3DES-EDE-CBC.5HA =
DHE-DSS,3DES-EDE-CBC.SHA
[¥] DHE-DSS RC4-128 5HA I
DHE-RSA.DES-CEBC.SHA
DHE-DSS.DES-CEBC.SHA
Wl R4 30ES-EDE-CBC.SHA ll
— Diffie-Hellman zettings
Frrirne bits: |1|:|24 vI
Hegenerate daily at: |12:EIEI:EIEI A ﬁ
] I Cancel |
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This will open the certificate.
Click Details.

Certificate el
General Certification F‘athl

®urie

—:1 Certificate Information

This certificate is intended to:
*Ensures the identity of a remote compuker

Issued to: changeme
Issued by: My CA

valid from 1/25/2005 to 1/27/2010

@ You have a private key that carresponds ko this certificate,

Issuer statemenk
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Click Copy to Files...

Certificate ed

ceneral Details ICertiFicatin:-n Path I

Show: I::.ﬁ.lltb j
Field | Yalue -
E'u'ersiu:un W3
ESeriaI nurmber 01
ESignature algorithm shalR5a
Elssuer My Ch (-
E'u'alid Fram Tuesday, January 25, 2005 4:...
E'u'alid ko Wednesday, January 27, 201.,.,
ESuhject changerme
[FlPublic key RSA (1024 Bits) hd

Edit: Properties, .. |
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This will open Welcome to the Certificate Export Wizard.
Click Next =.

Certificate Export Wizard x|

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lisks and certificate revocation lisks From a certificate
store bo wour disk.

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko prokect daka or bo establish secure network,
conneckions, & certificate store is the system area where
certificates are kept.

To continue, click Mext,

= Back: Zancel |

Select Yes, export the private key.
Click Next =.

Certificate Export Wizard x|

Export Private Key
You can choose to expork the private key with the certificate.

Private kewvs are password protected. IF wou want ko export the private key with the
certificate, wou musk tvpe a password on a later page.

Do wou want ko export the private key with the certificate?
IF Yes, export the private key I
~ Mo, do nok expart the private key

Cancel |
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Check Include all certificates in the certification path if possible and Enable strong
protection.
Click Next >.

Certificate Export Wizard |

Export File Format
Certificates can be exported in a variety of file Formats,

Select the Format you wank to use:
" DER. encoded Binary #.509 (. CER)
" Base-64 eqcoded|i, 509 (,GERY
£ Cryphographic Message Synbax Standard - FKES #7 Cerbificates { F7E)
™ | Include all certificates in the certification path)if passible

* 12 [ PEYY

¥ Include all certificates in the certification path if possible

¥ Enable strong protection (requires IE 5.0, MT 4.0 SP4 or abowe)

[ Delete the private key if the export is successful

Cancel |

Enter a Password: and Confirm password:.

Click Next >
Note: Remember this password. You will need it when you import the certificate.
Certificate Export Wizard x|
Password

To maintain security, wou must protect the private key by using a password.

Type and confirm a passwaord.

eetkkbok

Zonfirm passwiord:

< Back

Cancel |
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e Click Browse ...
Certificate Export Wizard x|

File to Export
Specify the name of the File vou want to export

File name:

< Back Mext = Cancel

Browse to a folder to export the certificate to.

Enter a File name:.

Click Save.
Note: Remember the location and name of the file you are exporting the certificate to. You
will need to remember this when importing the certificate.

savens 21|
Savejn:la temnp j " £ E5-

File: narmne: centdme. pix j

Save a5 bipe: IF'ersu:unaI Information Exchange [* pf) j Cancel |
A
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Click Next >.
Certificate Export Wizard

File to Export
Specify the name of the File vou want to export

X

File name:

ZBackupitemplcertdme, pfx

< Back

carel_|

Click Finish.

Certificate Export Wizard

Wizard

wizard,

X

Completing the Certificate Export

You have successfully completed the Certificate Export

You have specified the following settings:

File Marne Ci\Bact
Expott Keys Yes
Include all certificates in the certification path  Yes
File Format Person.
| | I
Cancel |
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Click OK.

Certificate Export Wi x|

The expark was successFul,

Click OK.
Certificate el
General Details ICertiFicatiDn Path I
Shiowy: |~::AII:=- j
Field | Yalue -
E'u'ersiu:un W3
ESeriaI nurmber 01
ESignature algarithm shalR5a
Elssuer My Ch (.
E'-.-'alid Fram Tuesday, January 25, 2005 4:...
E'-.-'alid ko Wednesday, January 27, 201.,.,
ESubject changeme
[Fpublic key RSA (1024 Bits) d
Edit: Froperties, .. Copy to File...
February 2005 ©2005 Foundry Networks, Inc. 39

All Rights Reserved.



FOUNDRY NETWORKS WHITE PAPER — DRAFT: DO NOT DISTRBIUTE

WHITE PAPER: IRONPOINT 200 INSTALLATION GUIDE {%
WPA — 802.1x PEAP wiTH FUNK ODYSSEY FOUNDRY*

NETWORKS

Installing Funk Software Odyssey Client

1. Copy the file Odyssey Client installation program to the computer that will run the
Odyssey Client. In this installation guide, this will be the Windows XP computer with the
wireless NIC. The installation program will be odyc303.msi.

2. Uninstall or disable any other 802.1x supplicants or 3" party NIC vendor utilities from the
computer that will run the Odyssey Client. This includes Microsoft Windows Wireless Zero
Configuration. To disable Wireless Zero Configuration on Windows XP, see the Appendix
at the end of this guide.

3. Open the odyc303.msi file. This will install the Odyssey Client on the computer.

4. Follow all of the instructions in the installation program. Select the default settings when
provided.

5. When the installation is complete, launch the Odyssey Client. When launching the
Odyssey Client, you may see the following screens:

Click Next >.

Configure and Enable Odyssey Wizard

Welcome to the Configure and

Enable Odyssey Wizard
Ddyszen will now allow wou to configure it, and it will be

=&t up ko run ok startup.

[f pou have not et inzerted your wireless adapter card, pleaze
do z0 before preszing the Nest buttan,

Click Mest to continue or Cancel to stop configuration.

I‘ Cancel
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Click Finish.

Configure and Enable Odyssey Wizand

Completing the Configure and
Enable Odyssey Wizard

You have completed the initial configuration of Odyssey. ou
can modify theze zettings by using the Odyzzen Client
b anager, which will now run.

Click Finizh to enable Odyzsey .

¢ Back [ Cancel
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Importing the Server Certificate

This section guides you through importing the server certificate on to the computer with Odyssey
Client. In this installation guide, this is the Windows XP computer.

Copy the file that was exported in the previous section Exporting the Server Certificate to
the computer with Odyssey Client. In this installation guide, this file is called cert4me.pfx and the
computer is the Windows XP computer.

e Open this file.

Fil=  Edit ‘Wwiew Faworites TJools  Help

GBack - © ‘ﬁ‘ /. ! Search '| Folders E\'

Address [ Ciitemp
Folders
['_.‘g'i' E_)eskl:c-p

& [} My Documents
=] j My Computer
= % Local Disk {C:)
# ) Cases
# [ DELL
1# | Z) Documents and Setkir
+ |J) DRIVERS

Size  Twpe Date Modifie
ZKB Text Document 10/2172004 1
3KB Personal Informatio,..  1/26/2005 &;

This will open the Welcome to the Certificate Import Wizard.
Click Next >.

Certificate Import Wizard @

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lisks From wvour disk ko a
certificate skore,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used ko prokect data or to establish secure nebwork,
conneckions, & certificate stare is the syskem area where
certificates are kept,

To continue, click Mext,

I Mext > ! Cancel
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Click Next >.

Certificate Import Wizard F§|

File to Import
Specify the file wou wankt to import.,

File name:

Ciitemplcertdme. pfix

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (LPFX, .P12]
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7E)

Microsoft Serialized Certificate Store ( 35T)

Cancel

Enter the password that was used when exporting this certificate.
Check Mark this key as exportable.
Click Next >.

Certificate Import Wizard

X

Password

To maintain security, the private key was protected with a password.

Type the password for the private key,

Passward:

B Bt

[]Enable strang private key protection. You will be prompted every time the
private kev is used by an application if vou enable this opkion.

I Mark, this key as exportable. This will allow vou to back up or transport w:uurl

v Ak & later Hie
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Select Place all certificates in the following store.
Click Browse ...

Certificate Import Wizard

Certificate Store
Certificate staores are system areas where certificates are kept,

Windows can automatically select a certificate stare, or you can specify a location For

() Automatically select the certificate stare based on the bype of certificate

E} Flace all certificates in the Following store I

Certificate store:

| Browse, ..

< Back ][ Mext = ][ Cancel

Check Show physical stores

Select Trusted Root Certification Authorities
Select Local Computer

Click OK

Select Certificate Store

#1771 Trkermediate Certificatinon dothoribies
< | ¥

I Show physical stores

S o]
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Click Next >.

Certificate Import Wizard g]

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can auktomatically select a certificate store, or vou can specify a location For
() dutomatically select the certificate store based on the type of certificate
() Place all certificates in the Following store

Certificate store:

Trusted Rook Cettification AukhoritiesiLocal Computer

< Back. I Mext = i Cancel

Click Finish.

Certificate Import Wizard g]

Completing the Certificate Import

Wizard

‘fau have successfully completed the Certificate Import
wizard,

‘fau have specified the Following settings:
Certificate Store Selected by User  Trusted Rook Certific,

Conkent PFx
File Marne Ciikemplcertdme. pf
< >

_ Finish Cance|

Click OK.

Certificate Import Wizard EI

\14) The import was successful,
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Configuring Funk Software Odyssey Client

Open the Odyssey Client Manager.

Select Profiles.
Click Add ... .

Odyssey Client Manager - |EI|5|

Settings  Commands ‘Web Help

'G- Connection

FI

h :
""' Mebwaorks
“.ﬁ.utn-S can Listz

g_ Trusted Servers
@ Adapters

Profiles

The following profiles are configured:

| ritial Prafile

Bemove

it

Froperties ...
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This will open Add Profile.

Enter a Profile name.

Select User Info

Enter a Login name. The Login name must match the user that was configured in the Odyssey
Server configuration for users.

Select prompt for password.

Profile Properties FX|

Profile name: testuzer

Login name; Itestuser I

FPaszward

Iv Permit login using pazsword
bt d
* prompt for password
uze the following pazsword:

-

Certific:ate

| Pemit login using my certificate:

] | Cancel |
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Select Authentication

Click Add ... .
Add Profile x|
Frofile name: Itestuser

UserInfo [EutBentication]| TTLS Settings | PEAP Settings |

Authentication protocals, in order of preference:

D

E&F /TTLS 3' il

[v v alidate server certificate

Ok Cancel

Select EAP/PEAP.
Click OK.

Add EAP Protocol x|

Select one or maore protocaolz to add:

Card
EAF / MD5-Challenge
EAP /LEAP
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Select EAP/PEAP.

Click the double up arrow. This will move EAP/PEAP to the top of the Authentication protocols
list.

Click OK.
Add Profile x|
Profile name: Itestuser
Userlnfo  Authentication | TTLS Settings | PEAP Settings |
Authentization protocols, in order of preference:
M Y]
Add ..
Bemove
v Walidate server certificate
I k. I Cancel
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Select Networks.
Click Add ... .

Odyssey Client Manager - |EI|£|

Settings Commands Web Help

'G- Connection s

The following petworks are configured:

¢ Profiles <[aral> I add.. |I
[ Bemove |
“.-’-‘-.utn-Sn:an Lists Properties ... |
5_ Trusted Servers

Q Adapters
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This will open Add Network.

Enter My SSID for Network name (SSID).

For Association mode: select WPA

For Encryption method: select TKIP

Check Authenticate user profile: and select the profile you just created in the previous step
Check Keys will be generated automatically for data privacy

Click OK

x

— M etwark,

Hetwork name [SSID]:IIM_I,I SSID I

™ Connect ta any available network Scan ...

Dezcription [optional]; I

M etwork, type: I.-’-'-.u:cess paint [infrastructure mode)

Charnel: Idefault channel

Agzociation mode: wad P,

Encryption method: I TEIP

Authentication

Kl Lef Lef L e L

v Authenticate uzsing profile; Itestuger

v Eevs will be generated autoratically far data privacy

Pre-zhared key [WEA]

Bazzphraze;

[T Unmask

I k. I Cancel
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Select Trusted Servers
Click Add ...

Odyssey Client Manager - |EI|£|

Settings Commands Web Help

'G- Connectian Trusted Servers

The following servers are tusted:
{ ¢ Profiles

""' Metwarks Bemove
“.-’-‘-.ut-:u-S can Lists Edit ...

Advanced ...

1]

Truzted Servers

Adapters

Check Trust any server with a valid certificate regardless of its name.
Click Browse ...

Add Trusted Servers Entry r5_<|

IIF Trust any server with a walid certificate regardless of its naml

Server certificate must be iszued by

[Eom

| Cancel |
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Select Trusted Root Certification Authorities
Select the certificate issued by My CA
Click OK

Select Certificate

Intermediate Certification Autharities |Irusted Roat Certification Autharities | I

lzzued To | lzzued By ~
Certiposte Clazze A Perzonne Certipozte Clasze & Perzonne
Certipozte Semveur Certipozte Semveur

Certizign - Autaridade Certificadora - AC2 Certizign - Autoridade Certificadara - A,
Certizign - Autondade Certificadora - AC4 - Certizign - Autondade Certificadora - A,

Certigign Autaridade Certifizadara AC1S Eertlmgn Autaridade Certificadora AC1S
Certizign Autoridade Certificadara AC3 oridade Certificadora AC3S5

C eI by T

Clazz 1 Primary A B, any CA,

Clazz 1 Public Primary Certification At Clazs 1 Public Primary Certification Au..
Clazz 1 Public Primary Certifization At Clazs 1 Public Primary Certification &u...

Clazz 2 Prmary CA Clazz 2 Prmary T
Clazs 2 F'uI:uIlu: F'rlmar_l,l Eertlflcatlun .-i‘-.ut Clazs 2 F'ul:ulu: F'rlmar_l,l Eertlflcatu:un .ﬁ.u v
< >

Wi |
Coreel

Click OK

Add Trusted Servers Entry f'5__<|

v Trust any server with a valid certificate regardless of its narme

Server certificate must be iszued by

|changeme
Wigw . | Browse ..
Cancel
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Select Connection.

Check Connect to network:

From the pull down menu, select <My SSID>
Click Reconnect

Odyssey Client Manager E||E|E|
Settings  Commands Web Help

. Connection
= Connection
Adapter: | Dell 'wireless WLAN 1450 Dual Band wLéh |

{ Profiles

Adapter lype:  wireless

.'-‘.|'.‘],E,t,lﬁ‘,,:|rkS I v Connect to netwark: I |1-& <[ary]> j
=1l

h.ﬂ.utn-ﬁ can Ligts o _
Connection information

S_S Trusted Servers Status: open

Elapzed time: 00 00: 06

Q Adapters Metwork, [SSI0]: rangetest_b
Access point; 00-0C-DE-31-33-04
IP address:
Packets indout: 0:/0

=1 | e~

Status will display the connection status.

Ddyssey Client Manager E||E|E|
Settings  Commands Web Help
_@_ . Connection
Connection
Adapter: Dell wireless WLAM 1450 Dual Band "-.-'-.-"L.-'-‘-.I‘Hj
Q Profiles Adapter tope:  wireless
.'-‘. Metwarks v Connect bo nebwork: |1-& <My 551D ﬂ
Scan ...
h.ﬁ.utn-Scan Ligts .. .
q Trusted Servers Status: Searching for by SSIDI
Elapzed time:
Q Aclapters Netwark [SSID)
Access paint:
IP address: 1721.1.233
Fackets indout;
|l & =
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The Odyssey Client is successfully connected when the Status is open and authenticated.
The Odyssey ship and key icon will be colored blue when successfully connected.

Odyssey Client Manager E||E|E|
Settings  Commands Web Help
_@_ . Connection
Connection
Adapter: Dell wirelessz WwWLAM 1450 Dual Band WL.-'-‘-.hﬂ
Q Profilez Adapter tppe:  wireless
.'.‘. M etk s [+ Connect to network: |14- <y 55103 ﬂ
Scan ...
“.ﬁ.utn-Scan Ligts o )
5_ Trusted Servers Shatus: open and authenticated I
Elapzed time: 00:00:04
‘@ fidapters Metwork. (55107 My 551D
Access paoint; EnterprizedP
IP address:
Packets inout; 140
Fieauthenticate | |
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Appendix A: Configuring IP 200 — Non-Virtual AP
Versions

This Appendix is for IP 200 firmware versions that do not support Virtual AP (01.3.00, 01.2.x and
older).

This installation guide includes configuration of the IP 200 from the CLI and the Web Interface. If
you prefer configuring the IP 200 from the Web Interface, you can skip the next section
Configuring from the CLI and go to the following section Configuring from the Web
Interface.

Configuring from the CLI

From the CLI, go to the configure context. Enter the following commands:
Foundry AP(config)#radius-server address X.X.X.X
Foundry AP(config)#radius-server key *******x
Foundry AP(config)#802.1x required

Where:

X.X.X.X is the IP address of the computer that will have Odyssey Server installed on it.
In this installation guide, this is the Windows 2000 computer.

*xxxAXxA* is a Secret key. This Secret key can be any length and use any character.

Note: You will need to remember this Secret key when you configure the Odyssey
Server.

Next, go to the context for VAP 0 on any one of the wireless interfaces. This installation guide will
use the 802.11g wireless interface. Enter the following commands:

Foundry AP(if-wireless g)#ssid My SSID

Foundry AP(if-wireless g)#encryption 128
Foundry AP(if-wireless g)#wpa-clients Required
Foundry AP(if-wireless g)#wpa-mode Dynamic
Foundry AP(if-wireless g)#multicast-cipher TKIP
Foundry AP(if-wireless g)#no shutdown
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Configuring from the Web Interface

If you have configured the IP 200 using the previous section Configuring from the CLI, you do
not need to configure the IP 200 using the Web Interface.

From the Web Interface, go to the RADIUS webpage.

For the IP Address of the Primary Radius Server Setup, enter the IP address of the
computer that will have Odyssey Server installed on it. In this installation guide, this is the
Windows 2000 computer.

Enter a Secret Key. This Secret Key can be any length and use any character.

Note. You will need to remember this Secret Key when you configure the Odyssey Server.
Click Apply.

- G ,
s X NETWORKS IronPoint™ 200 ® Logout

| F# System
Identification # Radius

ﬂl

RADIUS Primary Radius Server Setup

LR 172.1.1.1

Administration
Syslog & Time

il

| 1 snmp
SNMP General

SNMP Targets

| % Radio Interface 802.11a
Radio Settings

|t Radio Interface 802,119

Radio Settings Retransmit atternpts

| #7 status
AP Status
Stations
Event Log

| Apply Cancel | Help
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Go to the Authentication webpage.
For 802.1x Setup: select Required.
Click Apply.

sk FOUNDRY

IronPoint™ 200 |'® Logout

L
=
)
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o
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2
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Z
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-
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(@]
I
o
L
o
<
o
L
=
s
(%)
X
o
o
=
=
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Z
>
o
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zZ
2
(©)
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= System

TCP/IP
RADIUS

I

Authentication

Administration
Syslog & Time

| 1% sNmP
SNMP General
SNMP Trap Filters
SNMP Targets

| % Radio Interface 802.11a
Radio Settings

| 1% Radio Interface 802.11g
Radio Settings

| p7 Status
AP Status
Stations
Event Log

February 2005

iii Authentication
i 802.1% Setup :
® Disable
¥ Supported
Q@ Required Client must
If &0 ported or required
Broadc Rate m minu 0 = Disabled)
minutes (0

_ minutes

ted, then Radius setup must be completed

uthentication R
iii 802.1x Supplicant:
Supplicant W Enable
# Local MAC Selection:
i Local MAC Authentication :
2 Default ® Deny
MAC Authentication Settings :

MAC Address Permission Update

MAC Authentication Table :

MAC Address Permission

| Apply Cancel |
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Go to the Security webpage for any one of the Radio Interfaces. This guide configures Security
for Radio Interface 802.119g. (See the screen image on the next page)

For Data Encryption Setup, select Enable.

Enable Allow WPA Clients Only.

For WPA Key Management, select WPA authentication over 802.1x.

For Mulitcast Cipher Mode select TKIP.

Click Apply.
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| = System
Identification
TCP/IP
RADIUS
Management Tunnel

Administration
Syslog & Time

| - snmp
SNMP General
SNMP Trap Filters
SNMP Targets

| 1 Radio Interface 802.11a
Radio Settings

| 1 Radio Interface 802.11g

Security

| 17 status
AP Status
Stations
Event Log

February 2005

i# 802.11g:

Setup

@ Enable

tup ® G4 Bit

zimal 0 Bit enter 10 d
® Alphanumeric  For B4 Bit ente
Transmit Key

Select
'l

Key Number

-
=
=

ipher made
mal  Ente

hanumetic  Enter b

Apply Cancel
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Go to the Radio Settings webpage for the same radio interface that you have just configured
the Security for. This installation guide configures the 802.11g Radio Settings.

Check Enable

Enter My SSID for the SSID.

Click Apply.
:E.* FOUNDR

NETWORKS

f# System

TCP/IP

RADIUS
Management Tunnel
Authentication

Administration
Syslog & Time

& SNMP
SNMP General
SNMP Trap Filters
SNMP Targets

f# Radio Interface 802.11a

Radio Settings

b3
0
3
i
i
i
H
1
H
H
H
0
3
3
4

Radio Settings

E
!

F Status
AP Status
Stations
Event Log

February 2005

[ronPoint™ 200

i 802.119:

i Radio Settings
"Before enabling the radios you rust set the count on wia the CLL"

[ Enable

:

Antenna Mode m

Radia Made

Radio Channel : m

Auto Channel Select : ® Disable Q@ Enable

Transmit Power

) Beacons
) EEH Bytes
s Bl clients

Data Beacon Rate { DTIM )

© Disable '@ Enable

Apply
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Appendix B: Disabling IAS on Microsoft Windows

Server

Open the services on your computer and look for Internet Authentication

“ Action  Wiew |J<::-->|||@|J I T

Service.

{%

y FOUNDRY-"

NETWORKS

=10Jx]

Tree I

‘g Computer Management {Local)
-y, Swstem Tools

- Storage

=2 Services and Applications
A-E oHop

B Telephaony

b WM Control

Mame ~# | Description | Skatus | Startup Type | Log 2n As ﬂ
%Fax Service Helps vou ... Manual LocalZystem
%File Replication Service Maintains fi... Started  Adbomatic Localsyskem
%FTP Publishing Service Provides F...  Started  Adbomatic Localsyskem
%IIS Admin Service Allows adm... Started  Aukomatic Localzystem

T T T T —— ™
% Services %Intersite Messaging Allows sen,..  Started  Aukomatic LocalZystem
B8 Indexing Service %IPSEC Policy Agent Manages ... Started  Automatic LocalZystem
% Internet Information Services %Kerberos ke Diskribution Cenker  Generates ... Started  Aukomatic Localsyskem
> ;‘:I\S\]S %License Logging Service Skarted  Adbomatic Localsyskem
-0 Routing and Remote Actess %Lngical Disk Manager Logical Disk,.. Started  Adbomatic Localsyskem
%Lngical Disk Manager Administra.,.  Administrat, .. Manual Localsyskem
MMessenger Sends and ... Started  Adbomatic Localsyskem
%Net Logon Supports p... Started  Adbomatic Localsyskem
%NEHQ Endpoint Provides a...  Started  Adbomatic Localsyskem
%Netr\’leeting Remote Deskiop Sh...  Allows adt... Manual Localsyskem
%Network Connections Manages ... Started  Manual Localzystem
%Network CDE Provides ... Manual Local3yskem
%Network DDE DSDM Manages s... Manual Localzystem

S8aNT LM Security Support Provider  Providess...  Started  Manual Localsystern LI
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Open Internet Authentication Service and Stop the service.

Internet Authentication Service Properties (Lo ed

General | Log Dnl Heu:u:uver_l,ll Dependenciesl

Sernvice name: &5
Dizplay narme: IInternet Authentication Service
Diescriptiorn; I-up and WP uzers. |45 supports the BADIIS protocol,

Fath to executable:

O S I TS petem32hevchost exe -k neteves

Startup tupe: Altarnatic j

Semvice status: Started

Shark |I Stop I Palge Bezume |

'ou can specify the start parameters that apply when you start the zervice
fram here.

Start parametens; I

] Cancel Apply

You may have to reboot the computer for the Internet Authentication Service to stop.
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Appendix C: Starting the Odyssey Service

If you get this message when launching the Funk Software Odyssey Server:

X

Odyssey Server Administrator

@ The Odyssey service is nok currently running

Open the services on your computer and look for Odyssey Server.

i Component Services 10| =]
|8 Comsole  window  Help |;|i|5||

| agon vew || & » W E R 2> = 1 = |
Tree I Services (Local)

[ Consale Roat Mame / | Description | Status | Skarbup Type | Lag On As | il
-- g Component Services %Network DDE Provides n... Manual LocalSwstem

5| Event Yiewer {Local)
g Services (Local)

%Netwnrk DDE DS Manages s... Manual LocalSyskem

il

Authentica. .. Aukarnatic i
Performance Logs a... Configures,., Manua Localawskem

FOUNDRY NETWORKS WHITE PAPER — DRAFT: DO NOT DISTRBIUTE

%F‘Iug and Play Manages d... Started Automatic LocalSyskem
%Print Spooler Loads files ...  Started Aukomatic Local3yskem
%Prutected Skorage Provides pr... Started Aukomatic Local3wstem
%QDS RSVF Provides n... Manual Local3yskem
%Remute Access Auk... Createsa ... Manual LocalSystem
%Remute Acoess Con,,, Createsa.,,  Started Manual LocalTystem
%Remnte Procedure ... Providesth,,. Started Aukomnatic LocalTystem
%Remnte Procedure ... Managest.., Manual Local3wstem
%Remute Reqgistry Se... Allows rem...  Started Autarmatic Local3yskem
%Remwable Storage Managesr.., Started Automatic LocalSyskem
%Rnuting and Remoat...  Offers rout, .. Disabled Local3yskem
%Run.ﬁ.s Service Enables st..,  Started Aukarnatic Localystern
%':.F:rl wity Arconnks ... Skores ser... Started A koAt | nralSwskem ;I
| |
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Open Odyssey Server and start the service.
Odyssey Server Properties {Local Eumputerf llil

General | Log Dnl Heu:u:uver_l,ll Dependencies

Service name: OdyzzepServer
Cizplay name: IEI::I_I,ISSE_I,I Server
Diescriptiorn; I.ﬁ.uthenticates 202 1 wireless clientz uzing RADILUS

Fath to executable:
Z:%Program FileshFunk SoftwarehDdpszen Serverodyszen. exe

Startup tupe: Altarnatic j

Semvice statuz.  Stopped

I Stark I Stop | Palgze Bezume |

'ou can specify the start parameters that apply when you start the zervice
fram here.

Start parameters: I

] Cancel Apply
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Appendix D: Uninstalling Microsoft Active Directory

To uninstall Microsoft Active Directory:
1. Click Start and then Run.
2. In Open, type dcpromo
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